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Computer, Communication and 

Information Technology and Systems Policy
Policy:
MVACL provides employees, in the course of their professional or official duties, with access and use of MVACL computers, communication and information technology.  Such access is solely for the purpose of promoting MVACL objectives and must be consistent with the law, the Canadian Charter of Rights and Freedoms, the Ontario Human Rights Code and/or agency policy.  MVACL has the right, without prior notice, to withdraw such access.

All equipment, hardware and software issued by MVACL remains the property of MVACL.

MVACL recognizes and respects all disclosure and privacy protection obligations as required by the Freedom of Information and Protection of Privacy Act.

MVACL’s information and equipment is a corporate resource with substantial value that must be protected from unauthorized use, modification, destruction or disclosure, whether intentional or inadvertent.  MVACL reserves the right to implement computer audits, monitoring systems and/or software to ensure such protection.

Procedure:
Definitions:

User:
An employee who, in the course of their professional or official duties, has access and use of MVACL, communication and information technology and systems.

Computers and Computer Equipment:  Includes but is not limited to, host computers, file servers, work stations, standalone computers, laptops, software, printers, scanners, removable and/or external information storage devices.

Communication Systems & Technology:  A system used as a means of sending and receiving messages electronically through connected computer systems and includes, but is not limited to, e-mail, internet;  electronic communication devices including, but not limited to, cellular phones, portable digital assistant hardware i.e., GPS device; voicemail.

Personal Electronic Devices:  Includes any personally owned existing and emerging technologies such as cellular phone, iPod, BlackBerry, MP3 Player, portable computer.

Password:  A confidential and personalized word or phrase used to gain admittance or access to a file, application, or computer system.  

Users:

Employees who, in the course of their professional or official duties, have authorized access and use of MVACL computer, communication and information technology and systems must sign a Computer Policy Agreement (Appendix 1).

MVACL has the right without prior written notice, to revoke authorized access and use of agency computer, communication and information technology and systems.

The Human Resource Assistant/designate shall be advised immediately of the termination of any authorized user.

Computers and Computer Equipment:

MVACL provides users with and/or access to computers and computer equipment.

Computer resources are limited including, but not limited to, network bandwidth, disk space, Internet access hours, printer/copier ink (black and colour), and paper supplies.  Users must not deliberately perform acts that waste computer resources or unfairly monopolize resources to the exclusion of others.  These acts include, but are not limited to, unloading or downloading large files, unnecessary printing (black or colour), accessing streaming audio and/or video files, or otherwise creating unnecessary loads on network traffic, inappropriate or unnecessary use of staff time in support of such resources. Use of audio, radio or video from the internet without manager’s approval is prohibited.
All documents, software, and other materials created using Agency computers and computer equipment are and remains the property of MVACL.  No documents, software, or other material shall be copied, saved, or downloaded onto external media (including personal computers if working outside of the Agency) without prior approval from the Executive Director, IT Manager/designate.

Users must immediately contact the IT Manager / designate for clarification and/or direction if any questions/maintenance issues arise.

All data on Agency computers shall be backed up according to site-specific procedures.

Communication Systems and Technology:

E-Mail:
The e-mail systems are provided by MVACL to assist in conducting of Agency business.  All messages composed, sent or received on the e-mail system are, and remain, the property of MVACL.

E-mail transmitted through Agency computers and internet medium are not to be considered secure or the private property of any user.

Information contained within the e-mail system is considered part of the public record of the Agency.  Users must ensure channels of communication, confidentiality and internal controls are maintained.

E-mail communication is to be treated the same as other Agency correspondence.

Presentation, content, subject matter and/or attachments must be consistent with the standards as outlined in all Agency policies and procedures and in accordance with any local, provincial or federal law that may govern the use of computing and communication facilities in Canada.

Notwithstanding the Agency’s right to retrieve and read any e-mail messages, email messages should be treated as confidential by other employees and accessed only by the intended recipient.  Employees are not authorized to retrieve or read any e-mail messages that are not addressed to them without prior approval.

The Agency reserves the right to audit, intercept, access and disclose all messages created, received or sent over the e-mail systems for any purpose.  The content of 
e-mail (properly) obtained for legitimate Agency purposes may be disclosed within the organization without the permission of the user.  MVACL reserves the right to monitor the use of the e-mail system by authorized users on a periodic or random basis.

Unacceptable and prohibited use of the e-mail system includes, but is not limited to:

· the creation or sending of offensive messages i.e., information of a sexual, pornographic, racist, sexist or inappropriate nature.

· creating or sending of disruptive messages that adversely affect the operation of the computer network and reduce a person’s ability to perform Agency work;
· solicitation for commercial ventures, religious or political causes, outside organizations or other non-work related solicitations.
· representing personal opinions as those of MVACL.

Employees who receive unsolicited e-mails of an offensive or disruptive nature as defined in these procedures are expected to advise the sender to stop sending any subsequent e-mails.


Internet:
Use of the Internet is allowed by MVACL in support of Agency operations.  Proper use of the Internet can enhance the opportunities of people receiving supports and services, employees and the Agency.

Downloading of software or executable files from the Internet is not permitted without prior approval from the IT Manager/designate to ensure reasonable virus protection measures are in place.

Viewing or posting of messages, replies, or any type of announcements to the internet via message boards, forums, chat rooms, on line classifieds or any other type of public or social media i.e. face book, twitter, LinkedIn, blogging, wikis and any other online social media vehicles is prohibited.  

MVACL reserves the right to monitor the use of the internet and record the websites accessed by employees.

MVACL will not be responsible for any misuse of Agency network and internet related systems.

Persons found to be misusing the Agency Internet related systems will be responsible  for any costs or damages sustained by MVACL or a third party and will be obligated to indemnify the Agency for any claim against the Agency by a third party.

Unacceptable and strictly prohibited use of Agency Internet related systems includes, but is not limited to; accessing, downloading, displaying, or disseminating materials of a sexual, pornographic, racist, sexist, or otherwise offensive or inappropriate nature.

A user who inadvertently accesses an inappropriate Internet site must immediately inform a Manager.
Electronic Communication Devices:
MVACL will provide electronic communication devices as required, to be used in the conduct of Agency business.  Examples of such devices include but are not limited to; cellular phones and portable digital assistant (PDA) hardware.

Agency Cellular phones
Cellular phones provided by the Agency to assigned locations are to be used by employees in the course of their professional or official duties.

Employees will not use a cell phone in any manner while driving a vehicle.

When not in use, the cellular phone and operating manual must be kept in the assigned location.  When in the location, the cellular phone must be plugged in to ensure charged batteries.

Agency cellular phones must be signed in and out and when out, remain with the staff who has signed for the equipment.  The phone must not be left in the vehicle.

All staff who sign out an Agency cellular phone must receive orientation on how and when to safely use it.

Portable Digital Assistant (PDA) Hardware:
Portable Digital Assistant Hardware including but not limited to; GPS device, Palm, provides combined mobile telephone and digital assistant technology including integration with user networks for wireless access to e-mail and other corporate data.

Use of PDA hardware must be in accordance with all MVACL policies and procedures.

Staff provided with PDA hardware will receive training on its use and security requirements.

Electronic Voicemail:
Electronic Voicemail provides a means for communication of information when staff is not available to answer their calls as they arrive.

Employees shall retrieve voicemail messages at regular intervals throughout the work day, including remote retrieval when away from the office or work location.

Staff shall ensure that their voicemail greeting is up-to-date and reflects the circumstances of their availability.

Overall control and administration of the voicemail system is the responsibility of the Executive Director, Administrative Support Services.

All staff shall receive both initial and ongoing training in the use of voicemail.  The voicemail system is the property of MVACL and as such may be subject to monitoring.

Personal Electronic Devices
It is critical that staff remain attentive to the requirements of their position and avoid unnecessary distractions.  MVACL therefore outlines the circumstances under which personal electronic devices, either existing or emerging, may or may not be used while on shift or training event.

The use of personal cellular phones, text messaging, Portable Digital Assistant Hardware (i.e., iPhone, BlackBerry, Palm) while on shift or training event is strictly limited to breaks. These devices are to remain off or silenced at all times and may be accessed while on breaks during working hours. Breaks are to be taken onsite and are subject to the needs of supported people, the team and scheduled activities and are to be taken in a private location (office, your vehicle or in a private outside location) if you plan to use your personal device during this time. 

The house phone number or office phone number should be used by employees requiring an emergency contact number. 

The use of personal listening devices which may require the use of headphones including but not limited to iPod, MP3 Player, etc., is strictly prohibited while on shift or attending any training event.

Persons who bring personal electronic devices into the work place do so at their own risk. MVACL does not accept responsibility for lost, stolen or damaged personal electronic devices which have been brought into the work place at the owners own risk.  The secure storage of the device is the sole responsibility of the owner. 

Safety, Security and Monitoring:

Passwords
*Passwords are strictly for protection of data, not for privacy*
Persons who, in the course of their professional or official duties, have authorized access and use of MVACL computer, communication and information technology and systems must adhere to all password requirements as established.

Assigned passwords cannot be changed without prior approval.

Passwords are confidential and users are responsible for safeguarding their passwords.

Individual passwords shall not be printed, stored online, or given to others with the sole exception of the system administrator.

Users are responsible for all transactions made using their passwords.

Users shall immediately report any known or suspected compromise of their passwords to their Manager, IT Manager/designate.

Virus Detection and Protection:
All MVACL computer systems shall have an approved anti-virus program installed and scheduled to run at regular intervals.  This includes but is not limited to; workstations, laptops, servers, wireless devices.

Users must not download and/or install any software, electronic files, additional computer equipment or mobile device on an Agency computer system without prior approval from the Executive Director, IT Manager/designate.

Any file transferred into and within MVACL computer environments must be scanned for virus infection prior to execution or use.  This includes but is not limited to; scanning for viruses on files downloaded from the internet or other outside source; scanning for viruses on all media brought from any outside source including but not limited to; flash drives, disks, travel drives and external hard drives.

Monitoring:
MVACL will ensure the protection and security of computer and information technology systems and identify risks related to non-compliance through the implementation of a monitoring program.

Unlicensed copies of software shall not be installed onto any Agency computer system.

Users must exercise care and responsibility in the access and/or use of Agency computers and computer equipment including, but not limited to; keeping work stations clean and free from dust/clutter and foreign objects or substances (i.e., food, drinks paperclips etc.); when authorized to do so, ensuring safe transportation of computers and/or computer equipment.

Users who have failed to exercise the required care and responsibility may be held financially accountable for the loss incurred by the Agency. 

Employees found in violation of this policy/procedure will be subject to disciplinary action up to and including termination of employment.  

Computer, Communication and 

Information Technology and Systems Policy

I, ____________________________________, have read and understand the Computer, Communication and Information Technology and Systems Policy, and agree to adhere to the rules outlined therein.
I have read and understand that if I fail to exercise the required care and responsibility that I maybe held financially accountable for the loss incurred by the agency. 

I understand that failure to abide by this policy may result in disciplinary action up to and including termination of employment.
__________________________________ 

_________________________
Employee Signature 




Date

 __________________________________ 

_________________________
Manager Signature 





Date 

__________________________________

_________________________
 Finance Lead Signature 




Date

__________________________________

__________________________
Executive Director Signature



Date
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